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Email Security
 
Email is the biggest attack vector for 
cyber criminals. Why? Because it 
works: there is a good probability that 
spoofed email recipients will open a 
malware attachment. Cisco Email Security has a multi-layered approach to blocking those fraudulent emails.  
 
Prevent cyber fraud on your business. Protect your inbox.  FREE TRIAL/LEARN MORE 

Most network and data breaches are caused by employees. The breach often occurs as a result of one 
employee visiting a website that turned out to be malware-infected. Or, an employee opens that email 
and clicks on that attachment, letting loose a ransomware attack on the system: they did not recog-
nize the signs of a fraudulent email. Take the time to provide cyber security training to your employees. 

1. USE OF STRONG PASSWORDS: Best practices for password management. 
2. IDENTIFY FRAUDULENT WEBSITES AND EMAILS: Anyone can spot a spoof with education.
3. DATA POLICY: Review the company’s specific rules for handling company data annually. 

If interested in learning more about staff education, contact us at SecureNetworkers.com. 

SPOTLIGHT ON SECURITY

A STRONG NETWORK
Let’s connect and follow each other in business! 
If you have a particular social network you use, please let us 
know so we can “Like”, “Follow” and “Connect” with you. 

Find us at:
 
 

SECURITY-EDUCATED STAFF 
are trained to protect the network.

COMING IN MAY
BLOGGING TOPIC: 
“Email & Website Scams” 
Subscribe to our BLOG HERE.  

Email Questions to
Service@Securenetworkers.com
Call us at (281) 651.2254
 

Andre is our IT Operations 
Manager, busy maintaining 
and monitoring an entire net-
work of servers. The network 
he guards is responsible for the 
security and transport of the 
many commodities coming into 
the Houston Ship Channel, on 
their way, by rail, to a multitude 
of destinations across all 48 
contiguous United States and 
Canada. 

Rail operations are targets for theft operations and 
aggressors seeking to harm key infrastructure. So 
for Andre, mission critical activities include keeping 
watch over operations with over 100 locomotive 
cameras, 64 cameras keeping watch at yards, and 
Automatic Equipment Identification (AEI) scanning. 
Keeping eyes on the network means maintaining 
good bandwidth, 24/7 network stability, and patch-
ing any vulnerabilities when they are detected.

Andre’s job is to prevent incidents and accidents of 
all kinds, and he finds the work exciting. “I love the 
versatility,” he said. “Every day is different.” A true 
tech lover, Andre has been with Secure Networkers 
since 2011.

Learn more about Andre and the rest of our 
exceptional staff on our Meet-Your-IT-Team page!

Equipping Your Personnel with Education:

UPCOMING EVENTS:
Golf Tournament
Benefit Sponsors 
05/01 The Clubs of Kingwood

PTAC @ Bauer College 
05/8 Houston

2019 Hurricane Outlook - Join Us! 
5/21 Del Frisco’s, Houston

The FBI just released the 2018 Internet Crime Report.  In it, the data details how US compa-
nies lost $1.3 billion to cyber crime. The the primary culprit, however, is not ransomware. In 
fact, ransomware incidents are down to 2014 levels. So what is the primary culprit? It’s BEC 
(Business Email Compromise) scams. Read the full FBI report here.

Email spoofing and scams continue to be the most effective way for bad actors to breach busi-
ness security. The theory is, ransomware incident numbers are down because cyber criminals 
are using BEC attacks to more carefully target specific businesses for malware and ransom-
ware attacks. This makes sense: 2018’s ransomware incident numbers may be down, but the 
financial losses to companies are double that of the previous year. 

What email security do you have in place? We have a suggestion for you to consider:
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