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WEATHERING THE
SOLARWINDS

Understanding 
What Happened

At this point, most people are aware of 
the fact that a multitude of private and 
government organizations have been 
compromised by a sophisticated foreign 
threat actor. FireEye and SolarWinds have 
become household names for all the 
wrong reasons. Yet while it has become 
common knowledge that a terrible breach 
occurred and a whole lot of networks 
have been compromised, many do not 
understand exactly what happened, and 
more importantly, what it means to them 
personally.

In brief, SolarWinds is a software develop-
ment company for network management 
tools. As part of their management tools, 
SolarWinds software utilized a monitoring 
system called Orion, which would help 
customers have visibility over every de-

vice on their network, even down to the 
exact RPM of their cooling fans. FireEye 
was utilizing Orion software as part of 
their network management. 

As is true for every software in existence, 
when vulnerabilities are identified, patch-
es are created. SolarWinds was unaware 
of the vulnerabilities associated with the 
Orion software until sometime in the 
Spring of 2020 and while there have been 
a series of patches since 2019, the vulner-
ability itself was never addressed – the 
vulnerability is referred to as the Sunburst 
Backdoor Code. The vulnerability does 
show up in intermittent platform versions. 

What this Breach Means 
to Your Network

Because of this vulnerability, sophisticated 
threat actors, possibly Russians, were 
able to access the Orion monitoring tool. 

And through this attack vector, once the 
threat actor had access to Orion, that 
threat actor had access to every system 
utilizing it. Forensics puts the original 
breach sometime around March 2020. 
Utilizing Orion, they were able to acquire 
the FireEye’s Red Team tools (hacker 
tools). These were tools utilized by NSA, 
CIA and, of course, FireEye to harden 
networks by looking for network vulnera-
bilities. These attackers also have a good 
knowledge of the Windows operating 
system. In response, FireEye decided to 
release all of their Red Team tools to the 
IT security community to give businesses 
and agencies the ability to patch their sys-
tems for the compromised hacking tools.
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The security industry has often seemed 
inaccessible for small and medium-sized 
businesses. Affording comprehensive 
security is, in fact, a large investment. 
But a lack of affordability does not make 
it any less critical to have. Therefore, it 
became necessary for Cisco to recognize 
how smaller budgets prioritize cyberse-

curity, and find a path to meet their needs. 

Cisco conducted a survey of 500 SMBs (Small and Mid-Sized 
Businesses) to determine the range of concerns about network 
security. Through conversations they learned about the apprehen-
sions and obstacles that keep smaller orgnaizations from better 
network security profiles. They also recognized that many of these 
obstacles and concerns did not need to be impediments at all. 

As a result, Cisco innovated their approach to make Cybersecurity 
solutions more sensible, understandable, and affordable for small 
to mid-sized businesses. This month we will be reviewing myths 
that have kept businesses from exercising better security, and 
elicidating with some truth. Enjoy a useful white paper that covers 
10 of these myths...
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