
Two Factor Authentication
& Multi-Factor Authentication

What is the imporatnce of these authenticating apps? In 
a recent seminar, CTO Todd Ellis describes what they are, 

how they are related, and the important role they play 
in protecting the applications that businesses use from 

being compromised by bad actors.
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The Password
As a marketing manager armed 

with a math degree 
and working for a 
network security 
firm, I have a unique 
vantage into an 
industry that is 
not entirely in my 

wheelhouse, but it is still in my 
academic neighborhood. 

I am a non-technician on staff, yet 
my education still gives me an ability 
to grasp security methods and the 
technology that supports them. This 
is essential: my job is to convey in-
telligently the many important, busi-
ness-saving principles of a secure net-
work. While there is industry jargon I 
have had to learn and abstract con-
cepts of virtualization I have worked 
to understand, I have also come to 

appreciate that fundamental math-
ematical laws that rule the universe 
remain consistently true in the field 
of network security. This means that 
conventional wisdom in network se-
curity is occasionally up for revision 
when the math no longer adds up. 
It is particularly true of the wisdom 
regarding secure access to our com-
puters, applications, and so forth, uni-
versally recognized by what we affec-
tionately call ‘the password’.

As we have all figured out by setting 
up access to our bank and email ac-
counts, the minimum requirement for 
a password is that it contain an assort-
ment of upper and lower case letters, 
numbers, and be at least 6 characters 
long. Those are the minimum require-
ments for a login system to accept 
your password as safe. Oh, and please 
now add a special character. Hold 

on… now make the password 8 – no – 
12 characters long. And in six months 
there will be a prompt to change your 
password. Get a password manager; 
you’re going to need it.

The rules, they are a-changing.

What’s Prompting the
Password Rule Changes?

Bill Burr of the NIST was the per-
son who originally codified password 
best practices way back in 2003. Un-
fortunately, bad actors kept finding 
new ways to blast through passwords. 
They are, after all, nothing more than 
a limited number of letters, numbers, 
symbols and the number of permuta-
tions possible in the password length. 
There’s a simple mathematical formu-
la to get through that....
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