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Security at the PortSecurity at the Port

As a com-
puter network 
security pro-
fessional, and 
tasked with 
the network 
logistics sur-
rounding the 
transport of 

goods from the Port of Houston via 
rail, I am daily focused on securing 
all communications to protect the 
logistics involved with America’s 
supply chain. I am also in an excellent 
position to see how the mechanics 
required to get goods and materi-
als from ship to shop safely are not 
so different from how data is pro-
cessed from device to device. Ports in 
computer networking are not so 
different from shipping ports of 
entry. This is true in three general 
ways:

1. 1. It is a point for designating a It is a point for designating a 
transport protocol for itemstransport protocol for items
passing through. Ports of both passing through. Ports of both 
kinds must identify:kinds must identify:

• What is it?
• Where is it going?

• How is it getting there?

2. 2. A port is itself an endpoint.  A port is itself an endpoint.  
It is a unique destination andIt is a unique destination and
it is identified by an address.it is identified by an address.

• The shipping ports use Automatic Iden-
tification System (AIS) codes with dock 
identifiers.

• Computer port terminals use Transmis-
sion Control Protocol (TCP) and User 
Datagram Protocol (UDP), with the port 
number being a unique IP address.

3. 3. A port is itself an endpoint.  A port is itself an endpoint.  
It is a unique destination andIt is a unique destination and
it is identified by an address.it is identified by an address.

Whether we are talking about shipping ports 
or data ports, some are more vulnerable for 
exploitation than others. Hardening security 
is a must.

Both kinds of ports also need to 
be vigilant against threat actors 
from around the globe. If you had a 
better sense about how your small 
business network has no less a valu-
able set of shipping lanes carrying 
valuable commodities in and out of 
it, you might have a better under-
standing about why hackers and 
threat actors are just as interested in 
breaking into your network as it is an 
enterprise-sized company. 

So now that you know that 
your ports of entry are significant 
targets for attack, here are four 
points I can share for tightening up 
security around them, and reducing 
the opportunities for threat actors to 
exploit your network:
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We have been monitoring the new OS 
changes for Windows 11 since its release on 

October 4th.

We have had clients experience 
compatibility issues between Windows 11 

and existing hardware and software. 
We recommend that, before upgrading to 

Windows 11, be sure to confirm 
compatibility. If you need assistance with 

this, we can help.
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