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Current Cyber
Insurance Realities

A lot is changing 
in the realm of 
cyber insurance, 
especially since 
the war in Ukraine 
began. We 
cannot speak for 

insurance agents or their policies 
with any degree of specificity, but 
we can share with you what we are 
seeing from the Managed Security 
Services Provider end of the 
equation.

 
The War in Ukraine

The fear of state-sponsored Russian 
cyber actors hitting American 
industries and infrastructure has 
ignited a surge of interest in cyber 
coverage. We have been getting a lot 
of calls from businesses requesting 

help as they navigate the forms they 
must complete to get the coverage 
they seek. The cybersecurity 
evaluation forms are asking for 
explicit details. They want to know 
what actual security the company 
has in place protecting the business 
network. Many of these questions 
were never asked historically. Cyber 
insurance was much more like an 
umbrella policy, but it is not that 
way anymore, and it is taking some 
businesses by surprise. The reason 
why is clear: long before there was a 
war in Ukraine, insurance companies 
have been shelling big bucks out 
for companies they covered that 
had decided to spend their money 
on insurance rather than proper 
network security. And, just like 
health insurers have learned that 
it is risky to cover base jumpers, 

cyber insurers have now paid out 
enough ransomware ransom and 
network remediation costs that 
they are limiting strictly what kind 
of networks they are willing to cover.

Setting limits and expectations on 
coverage has been developing for 
a while. For sure, state-sponsored 
attacks by Russia are not new to the 
recent Ukraine invasion. Those have 
been going on for well over a decade. 
So when we are called in to help a 
business complete an assessment 
about what kind of network they 
have that the insurance company 
will be covering, our assessment 
usually includes the status of these 
elements of network security...
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The culprit behind 
network mayhem 

is often the unassuming 
5 Port Switch. Here’s why. 

 
PLEASE SUBSCRIBE

You need to confirm that all your applications
are compatible with Windows 11

before you upgrade. 

Some EMR applications
are having issues with Windows 11. 

On the whole, the applications will work, but 
you might lose some ancillary functionality. 

We recommend contacting the software 
company to verify or call us if you’re unsure. 

If you need help, please call us.

281.651.2254
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