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ENCRYPTED BACKUP

The purpose for backing up system servers is 
obvious: If anything goes wrong with the net-
work, the backup provides data restoration. 
But backups themselves are not immune 
from calamity. In particular, ransomware can 
infect the backup just as easily as the system 
network, and it can do so in several different 
ways. Additionally, the problem of ransom-
ware is growing from year to year, both in 
number of attacks and the sophistication in 
which the attacks are deployed.

According to the 2022 SonicWall Cyber Threat 
Report, the global volume of ransomware 
increased 105% year over year in 2021 and a 
whopping 232% since 2019, with attacks in 
the U.S. last year alone increasing by 98%. 
Researchers recorded over 623 million 
ransomware attacks worldwide.
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The purpose for backing up system servers is 
obvious: If anything goes wrong with the net-
work, the backup provides data restoration. 

But backups themselves are not immune 
from calamity. In particular, ransomware can 
infect the backup just as easily as the system 
network, and it can do so in several different 
ways. Additionally, the problem of ransom-
ware is growing from year to year, both in 
number of attacks and the sophistication in 
which the attacks are deployed. 

It is hard to imagine anything worse than 
having your data backup rescue plan fail. But 
this is not the worst-case scenario for abusi-
ness. The worst-case scenario is to realize 
that you no longer have your data… but the 
cybercriminals now have it instead.

How Encryption Works

Data encryption is the process of converting 
information from a readable format into 
an unreadable format with the use of an 
encryption key. In this way, encryption is 
a reversible system: it translates between 
the original data and the ciphertext. There 
are two kinds of encryption. Symmetric 

encryption is a character-to-character cipher 
code with a secret key. Encryption keys can 
be shorter or longer – 128-bit, 192-bit, and 
256-bit keys are standard.  Asymmetric 
encryption is a little different, using instead a 
two-key system. Asymmetric is usually used 
when the encryption/decryption needs to be 
done between two separate endpoints. 

Backups that are Encrypted

Having your data backed up may help you 
recover from a cybercrime event, but it was 
never meant to be itself a safeguard against 
a cybercrime event. This is why the industry 
has defined the “3-2-1 rule” for data backups 
(the rule which states that there should be 
three copies of data: two backup copies, and 
at least one copy should be offline or at an 
“air gapped” location). But, should all these 
efforts fail and the data is still breached, 
encryption ensures that the data will be of 
no use to anyone who steals it. But, should 
all these efforts fail and the data is still 
breached...
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A flawed backup plan 
can lead to a  

devastating surprise 
after the network goes 

down.

Prevent 
backup failure.

 

CATASTROPHES HAPPEN.
It is crucial to have in place 

an effectively managed and guarded 
backup process, 

 so that your network is remediation-ready.
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