
A STRONG NETWORK
Let’s connect and follow each other in business! 
If you have a particular social network you use, please let us 
know so we can “Like”, “Follow” and “Connect” with 
you. FIND US AT:

EMAIL QUESTIONS TO:
Service@Securenetworkers.com

EVENTS | BLOG

IT NEWS BRIEF 
DECEMBER 2022 
A CYBER REVIEW

OF 2022

Over the course of the past year, our 
monthly articles have focused on a variety 
of elements that lead to reliable network 
security, including:

• The importance of having a Managed Security 
Service Provider (MSSP). 

• That endpoint protection is a critical, always-
on-the-job service that searches and documents 
new threats the moment that they are seen in 
the wild, protecting networks to a degree that 
simple antivirus products cannot.

• That internal security through data governance 
is just as important as the cybersecurity 
combatting external threats

• That backup integrity is critical for restoration.

Reviewing all these aspects of threat 
protection and crisis preparedness have been 
centered on another critical component of 
a business network’s profile, and that is its 
cyber insurance coverage.

Several years ago businesses had the 

flexibility to decide whether they wanted to 
invest in cyber security or cyber insurance. 
But the years and rising cybercrime statistics 
have changed all this. Actuarial realities 
have made insurance companies unable to 
risk coverage of networks that fail to have 
in place the software and services that are 
meant to guard their system and its data.

According to Norton, in 2021 there were 
approximately 1,900 cyberattacks in the 
US alone. Additionally, the average cost of 
a ransomware attack is $1.85 million.  With 
numbers like that, it is no surprise that 
insurance companies are increasing the 
premiums on cyber insurance, and requiring 
a thorough evaluation of a company’s IT 
profile before a company will qualify for 
coverage.  In other words, businesses can no 
longer choose to invest in cyber insurance 
in the place of critical IT security tools and 
services. And, with a threat landscape that 
never stops evolving, it is not possible to 
ignore the importance of protecting the 

business’ primary assets: its data, business 
records, and its ability to function on its 
computer network. If these are destroyed, 
the business is destroyed. The question then 
becomes one of how to afford the most 
secure and protected network possible, and 
still afford the liability insurance that the 
business will need to survive in the event 
that a cyber disaster strikes in spite of all the 
preventative measures taken.

Building a Budget for a 
Protected Network

The general rule of thumb is “most industries 
spend an average of 3% to 4% of their 
revenue on IT.” But beyond this, it is not 
possible to give an exact figure of what a 
cybersecurity budget should be. There are 
too many variables. The type of industry 
and the government compliance standards 
that apply will often outline the basic 
expectations... 
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IS YOUR COMPANY
PREPARED FOR A

RANSOMWARE ATTACK? 
 A strong backup and an up-to-date  

Incident Response playbook are key.
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